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PYTOKEH

Knaccudpukauma If1

= [lpocTaa Il
= YcuneHHasa I

= KBanndunumposaHHaa Il
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PYTOKEH

HOpnanyeckaa 3HAYMMOCTb AOKYMEHTOB

IOpnan4Yeckom 3HAUYMMOCTbIO MOXeT 06/1a4aTb AOKYMEHT, NOAMNMUCAHHbIN
dbaKTnyeckn nrobbim Buaom Il

He 3adunKcmMpoBaHbl BUAbI JOKYMEHTOB, A1 obecnevyeHma ropuanveckomn
3HAYMMOCTU KOTOPbIX TpebyeTcs TOT uam nHom sma, Il

He 3adpuMKCcMpoBaHbl BUAbI JOKYMEHTOB, KOTOPbIE HE MOTYT H6bITb 0GOPM/IEHDI
B 9/1€KTPOHHOM BUAE
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Knaccuopukauma CK3U

= (Cpeactsa Il oTHocATcA K CK3U
" 6 TMNOB HapywuTeneun
= 6 Knaccos CK3U

= Knacc CK3U BblibmpaeTca onepatopom
CUCTEMBbI B 3aBUCMMOCTU OT TMMNA HapyLwnTena

PYTOKEH
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PYTOKEH

XpaHeHune Ka4Yen n cosgaHme noanncu

®ann, K3 co3gaetca B onepatmBHon namatu MK

PeecTtp, K3l co3paeTca B onepatnBHon namaTt MK

MaccueHbIM KH, K3I co3aaeTca B onepatmsHoM namaTu MK
AkTnBHbIN KH, K3l co3paeTtca B onepatnBHoM namatn KH
NMHTennektyanbHbi KH, K3l co3gaetca B onepatnBHoOM namatn KH

DSS, K3l co3paeTtcsa B onepatmsHon namatu DSS
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PYTOKEH

CBA3b Knacca CKR3U c posepuem K Il
M IopUANYECKOM 3HAYMMOCTbIO OKYMEHTOB

29?2
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PYTOKEH

YpoBHU AoBEPUA K ayTEHTUPUKALNM
(MpaButenbctBo KaHaabl)

at Assurance Level 1:
the minimum identity assurance requirements set out in the Guideline on Identity Assurance for Assurance Level 1 must be met

any of the token types identified in ITSP.030.31: User Authentication Guidance for Information Technology Systems for Assurance Level 1 or
higher can be used for user authentication

at Assurance Level 2:
the minimum identity assurance requirements set out in the Guideline on Identity Assurance for Assurance Level 2 must be met
any of the token types identified in ITSP.030.31 for Assurance Level 2 or higher can be used for authentication

at Assurance Level 3:
the minimum identity assurance requirements set out in the Guideline on Identity Assurance for Assurance Level 3 must be met
two-factor authentication is required (refer to Appendix B for additional information)

at Assurance Level 4:

the minimum identity assurance requirements set out in the Guideline on Identity Assurance for Assurance Level 4 must be met
a multi-factor cryptographic hardware device such as a smart card must be used

Government of Canada Guidance on Using Electronic Signatures
From Treasury Board of Canada Secretariat
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PYTOKEH

Buabl AOKYMEHTOB U COOTBETCTBYHOLLUE
ypoBHU aosepua (Mpasutenbctso KaHagbl)

=  Assurance Level 4

= OHnarHoBble GUHAHCOBbIE TPAH3aKLUMKM B CAyYasx, Koraa TpebyeTtca noanuch

" 3a3K/Il0YEHME BHELWHUX KOHTPAKTOB HAa CYMMY, MPEBbILLAOLWLYI0 ONnpeae/ieHHbIM Npeaen
= Assurance Level 3

= YTBEp)XKAEHME 3aABNEHUA COTPYAHMKA HAa BO3MELLLEHME Pacxoa0B

" 3aK/Il0YEeHME BHELWHUX KOHTPAKTOB Ha CYMMY, HE NPEBbILAOLLYH YCTaHOBAEHHOIO NOpora
= Assurance Level 2

=  3asB/IeHMe Ha OTNYCK M ero NoATBepKAeHume

"  3asBKa Ha NOe3aKy U ee NoATBepPXAEHUE

=  3asB/ieHMe COTPYAHMKA Ha BO3MELLEHME PacXoa0B
= Assurance Level 1

= ExXeaHeBHas nepenunucka ¢ HU3KMM YPOBHEM Ba*KHOCTU
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Buabl AOKYMEHTOB, KOTOPble Henb3A

noanucbiBatb 31 (KaHapga)

HekoTopbie BMAbI AOBEPEHHOCTEM
Koanunnbl 1 3aBellaHnA
3aBellaTesibHble TPacTbl
Onepauynn ¢ HeABUXKUMOCTbIO

KpeauTtHbie cpeactBa obpalleHus n nnaterxka (yekun, 6boHabl v T1.0.)

PYTOKEH

HEKOTOpre cemeunHble AOKYMEHTbI, TaKNe KaK 6paKopa3Bo,£|,Hb|e U AOKYMEHTbI MO

YCbIHOBJ/1EHWNIO

HekoTopble Tpebyemble N0 3aKOHY AOKYMEHTbI MO PacKpbITUIO MHPOPMaLUK

PasnyHble O(I)VILI,MaIIbeIe Cy,EI,E6HbIe AOKYMEHTDI
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PYTOKEH

elDAS: KBannpuumpoBaHHaa NoaANUCH

= advanced electronic signature
= thatis created by a qualified electronic signature creation device,

= and which is based on a qualified certificate for electronic signatures

www.rutoken.ru



PYTOKEH

elDAS: Qualified signature creation device

Mcnonb3yloTca TEXHUYECKME U OpraHU3aLMOHHbIe Mepbl KOTOPbIe FapaHTUPYIOT:
KoHdUAaeHUMaNbHOCTb KNOYEN NoanncK
Co3paHue Kato4er noanucu NPUHATbIMU Kpuntorpadpmnyecknmm cnocobamm
Micnonb3oBaHMe KAtoYen Noanmncu UCKAOUYUTENbHO UX BAaAenblem

HO,D,TBep)K,EI,eHHOG cooTBeTCcTtBunE CtTaHAaapTam AnNA KBaﬂMCI)MLLMpOBaHHOVI
noanmcu

Hardware Secure Module (HSM), USB token, Smart card

www.rutoken.ru



PYTOKEH

3aWwmTa KaoYenm ayTeHTMPmnKaumm n noanmcu

= [1na XxpaHeHUa Kn4ven n sbluncneHmnsa Ml
MCNONb3YEeTCA aKTUBHbIN UK

MHTENNIEKTYA/IbHbIW KNHOYEBOW HOCUTEND — 0

USB-TOKeH nnn cmapt-KapTta /

= W3Bneuyb u CROMMMpoBaTb KJAKOYN HEBO3MOKHO

* [lognucb co3gaeTca B NaMATU KNHOYEBOTro
HOCUTENA
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PYTOKEH

PytoKkeH JUIT 2.0 + Kpuntollpo CSP 5.0

/7~ \
P KPUATOMPO I
"

- L s o

" [opaeprkka obbekToB PKCSH#11
= [lopgaepKa TexHonornm OKH-2

* CpOK AencTBMA 3aKPpbITOro Kato4a — 3 roaa
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PYTOKEH

[1p0eKTbl, NCNO/Ib3YHOLWLMNE aKTUBHbIE U
MHTeNNeKTya/ibHble Knto4yeBble HOCUTeNNn

= EFTAUC ankoronbHOM PO3HULLbI

= 3awmTa TpaH3akum B 160

= 3awmnta KUM E n O3 0
" OH-nanH Kaccobl no 54-¢3 /
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PYTOKEH

Kakue Bbixoabl?

OnpeaenuTb YpoBHM A0OBEPUA K NOANMUCK B 3aBUCUMOCTU OT BUAA
NnoAnucKU N TEXHOIOTUU

OnpeaennTtb KBanMPMUMPOBAHHYIO NOANUCL aHANOTMYHO €BPONENCKOMY
3aKOHO/,AaTeNbCTBY U YCTaHOBUTb BbICLLWNIA YPOBEHb AOBEPUA ANS HEe

OnpeaennTtb nepeyeHb BUAOB AOKYMEHTOB, AnA obecnevyeHun
IOPUANYECKON 3HAYMMOCTU KOTOPbIX TpebyeTca TOT AN MHOW YPOBEHb
[10BEpUS K noanucu

OnpeaenuTb CNUCOK BUAOB JOKYMEHTOB, KOTOPble Heb3sA 0bOPMAIATL B
3NEeKTPOHHOM BUAE

www.rutoken.ru



PYTOKEH

KoOHTaKTHaA MHPopmauuma
Baraanmup MIBaHOB

DNIeKTPOHHAA noyra:
vov@rutoken.ru

TenedoH: @

+7 903 763-84-24 (C,

+7 495 925-77-90

Caurbl:

www.rutoken.ru

www.aktiv-company.ru
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