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PKI — HE TOJIbKO PO K3TT SAFETECHY»

CepTudukaTbl Be3ae B MHGPACTPYKType Ntoboro
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OMCNO3MLUMS SAFETECHY»

‘ Microsoft npuoctaHoBun geaTenbHOCTb
Ha TeppuTopum Poccum

@ 5SL.COM, LET'S ENCRYPT, ZERO SLL u

MHOTHne gpyrme npnoCtaHOBUIIN OEeATE/IbHOCTb

O O Ha TeppuTopun Poccum
O O

‘ Brokupytowme caHkumMm, 0COBEHHO NPOTHB
. . duHaHCcoBOro cektopa

‘ ‘ O Puck HeBbInONHEHUS TpeboBaHM it

3aKOHOOaTe/1bCTBa B obnacTtu

‘ ‘ MMMNOPTO3aMeLLEHMS

PMCK Ykas lNpe3vgeHTta P® ot 30.03.2022 Ne 166
Ykas lNpe3ungeHTta P® o1 01.05.2022 Ne 250
Yka3 lNpe3ungeHTta P® o1 07.05.2018 Ne 204

Mprkas MUHMCTEpPCTBA LNGPOBOro pa3BUTUS
Ne 334 o1 04.07.2017 1 Ne 335 o1 04.07.2018

[NocTaHoBneHwKe lNpaBuTensctea PO Ne1236 ot
16 HOosA6psa 2015 roga
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K YEMY BCE MPUMBbIK/IM SAFETECH»
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AYTO MMEET BAHK, KAK MHOPACTPYKTYPA? SAFETECHY»

OuyeHb QparMeHTUPOBaHHbIM
M reteporeHHbln IT-nangwadT

@ rMowuHbl Ha MS Windows MamMHbl Ha MacOS / P
Linux
@

«Xene3zo» oT pasHbIX
npoussogmTeneun

CodTt cobcTBEeHHOE
paspaboTku

CodrT o1 pasHbIx

iOS / Android -
yCTpPOMCTBA

@ U Muoroe apyroe

-

npoussogutTesiem




C HEM CTOJIKHYJIMCB IT BAHKOB

SALAYHM @

aVAVAVAVEIZ RN
YINPABJIEHNE
CEPTUOUMKATAMU
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PASBEPHYTb CA [MOBbICNTb YPOBEHDb b




BPEMA YJTYHLLATB!

MoBbiCcUTb
ynpaBaAemMocCTb

[MloBbICUTD lenatb
6e3sonacHocTb «Ha BbIPOCT»



SAFETECH»

MS-WSTEP: 3ameHa Microsoft CA

® SCEP: pabata c MacOS, iOS, Android,
Linux, Cisco

©® ACME: TLS pgns Beb-noptanos,
Kubernetes, Openshift

CMP: bazosbi ctaHgapT ans AP
OpenSSL, Bouncy Castle, Nexus

M OPYrux

® EST: cuctemel MDM

REST API: vHTerpauma cTOpoHHMX
CUCTEM CaMOCTOATENbHOM M CTOPOHHEN
pa3paboTku




YTIPABJ/TAEMOCTb
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EPKI-CA Properties

Extensions Storage Certificate Managers
Enrollment Agents Auditing Recovery Agents Security
General Policy Module Exit Module

lozilla Firefox

Certification authority (CA)
EPKICA

Name:

CA certificates:

Cryptographic settings
Provider: Microsoft Software Key Storage Provider

Hash algorithm: SHA256

2T0O bOJIb...

SAFETECH»



EE3OMACHOCTb SAFETECH»

AyamT, permcTpaums cobbiTuit, MHTErpaLms
c BHewHumMM cmuctemamm (SIEM, IPS/IDS)

Ponesas Mmogens noctyna (Bkitodas 6asosble posiu
AnmuHmctpatopa, Ayamtopa, OnepaTopa)

[loanepxka COBpEMEHHbIX MPOTOKOSIOB YNpaB/ieHKs
noctyrnom (OIDC, Kerberos 1 np.)




HA BbIPOCT

SAFETECHY»

Poccumckasa v 3anagHas
Kpuntorpapus, HSM

Knaccuyeckasa Bu PTYaJin3alumnA

KoHTenHepmsaLums
(Docker, OpenShift/K8S)

[Topoepxka oteyectBeHHbIX OC
n CYb/

MacwTabupyemasa apxmTekTypa
N3onauma PKl-cepeucos

ObuwenpuHATbIE METPUKM
ObICTPOAENCTBUSA U OOCTYNHOCTH



Camu c ycamm




HYTO-TO HA BA3E OPEN SOURCE..

&

PA3OBPATbCS BO BCEU
3TOM KYXHE

dopmarsl

[MpoTOKONbI

OcobeHHOCTU pa3Hbix OC

BO3MOXHbIe OLLINOKKN C KOHOUTypaunsmm
Ob6opyaoBaHue n kpuntorpadunyeckoe MO

CAOENNIATb 3TO YOAOBHO

OHO A0/KHO paboTaTh 1 «He LypLlaTb»

SAFETECH»

HAIMMCATb CBOU OBBA3KHU

OueHb BpsA v 4TO-TO 13 Open Source byaet
YAOBNETBOPATbL Baluvm TpeboBaHNAM cpasy

N noToM NOHaA06UTCA NoAAEPXKKA

BHEAPUTb U NMOAOAOEPXUBATD

CKpecTuUTb peannsaumm co CBOUMMU
cucTeMamu, MoCTaBUTb U HACTPOUTb



KAK MPUMEP — JABAUTE MOCMOTPWMM HA MS-XCEP SAFETECHY»

supersededPolicies: An instance of a SupersededPalices object as defined in section 3.1.4.1.3.25. A enrollmentFlags: The <enrollmentFlags> clementis an unsigned integer that MUST be 3 bitwise OR nteger
value of nil indicates that the corresponding CertificateEnrollmentPolicy object does not supersede 9 = value Name Meaning
another.
Integer 0x00000400 Reserved This flag value is reserved.
privateKeyFlags: The <privateKeyFlags> element is an unsigned integer that MUST be a bitwise OR value Meaning soooaooo0 | m ; — e y
" - Mo B i i X eserver is flag value is reserved.
of zero or more of the following possible values. For more infarmation about the relationship 0x00000001 | Instructs the client and CA to include an S/MIME extension, as specified In [RFC4262].
between the <privateKeyFlags> element and the <msPKI-Private-Key-Flag> attribute, see [MS- ,
WCCE] section 3.1.2.4.2.2.2.8 y N . 0x00080000 Reserved This flag value is reserved.
WCCE] PE s LS 0x00000008 | Instructs the CA to append the issued certificate to the userCertificate attribute, on the user
object in Active Directory. 0x00001000 Reserved This flag value is reserved
Integer value | Meaning
0x00000010 | Instructs the CA to check the user's userCertificate attribute in Active Directory, as specified . . .
0x00000001 Instructs the client to archive the private key. in [REC4523], for valid certificates that match the template enrolled for. hashAlgorithmOIDReference: An integer value that references an existing <oIDReferencelD>
element as defined in section 3.1.4.1.3.16. The hash algorithm is used when signing operations
0x00000010 Instructs the client to allow the private key to be exported. 0x00000040 | This flag instructs clients to sign the renewal request using the private key of the existing are performed during the certificate enrollment process. If the value of the <policySchema>
200000020 Inetracts the chent 10 protect ok Fert\ﬁcale}‘Fnr more !nformaﬁon, see [‘M_S’WCCE] section 3.2.2.6.2.1.4.5.6. This flag also element for this Attributes object is 3 and the hash algorithm is defined for the policy, the value of
- nstructs the client to protect the private key. ?itrgl%uztlac;sto process the renewal requests as specified in [MS-WCCE] section the <hashAlgorithmOIDReference> element MUST be an integer that references the
S AN Eti i <olDReferencelD> of the corresponding hash algorithm definition. If the value of the
subjectn lefined,
OR ol

0x0C

0x0C

w | Ox00800000 ||The CA adds the value of the userPrincipalName attribute from the requestor's user object in "
Active Directory to the Subject Alternative Name extension of the issued certificate.

0x0C

0x02

-« | 0X01000000 | The CA adds the value of the objectGUID attribute from the requestor's user object in Active
Directory to the Subject Alternative Name extension of the issued certificate.

0x0¢

0x1C

" | 0x02000000 [|The CA adds the value of the userPrincipalName attribute from the requestor's user object in
Active Directory to the Subject Alternative Name extension of the issued certificate.

0x20000000 | The CA adds the value of the mail attribute from the requestor’s user object in Active
Directory as the Subject extension of the issued certificate.

0x40000000 | The CA sets the Subject Name to the cn attribute value of the requestor's user object in
Active Directory.

0x80000000 | The CA sets the Subject Name to the distinguishedName attribute value of the requestor's
user object in Active Directory.

0x00000008 | The client reuses the values of the Subject Name and Subject Alternative Name extensions
from an existing, valid certificate when creating a renewal certificate request. This flag can
only be used when the SubjectNameEnrolleeSupplies (0x00000001) or
SubjectAlternativeNameEnrolleeSupplies (0x00010000) flag is specified.
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0x00000002 Reserved This flag value is reserved.
0x00000004 Reserved This flag value is reserved.
0x00000008 Reserved This flag value is reserved.
0x00000010 Reserved This flag value is reserved.
0x00000020 Reserved This flag value is reserved.
0x00000100 Reserved This flag value is reserved.
0x00000200 Reserved This flag value is reserved.
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YTO &= VIMEJ1 BBMOY ABTOP?..



M HA OMMCAHHbBIE YA3BMMOCTU SAFETECH
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