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OnpepeneHus 2

J/IeKMPOHHOe 2o0J10coeaHue (electronic voting / e-voting) -
royfiloCoBaHME, B KOTOPOM MPUMEHSIIOTCA 3NEKTPOHHbIE TEXHUYECKUE

cpeacTtBa (Kak MMHUMYM Ha 3Tane nogadu ronoca).

[1Ba knacca CUCTEM 3NEKTPOHHOIO rofiocoBaHuA (YCnoBHO):

* mMpaduyuUuoHHbI€ - TONOCOBaHME NPOU3BOAUTCA Ha N3dupaTternbHbIX
y4yacTKax ¢ MPUMEHEHMEM crelmanbHbIX TEXHUYECKNX CPEaCTB

(DRE / Optical Scan Voting Systems);

* duCmMaHUUOHHbIe - NU4YHasl siBKa usbupartens Ha m3bmparternbHbIN
y4acCTOK He TpebyeTcs.

lkaspersky Polys



TpeboBaHUA K cMcTeMaM 3NeKTPOHHOro ronocoBaHUsA 3

- [MpmneatHocTb (privacy);

- [lonHoTta (completeness);

- YcTtonumBocTb (soundness);

- [NlpaBomo4HoOCTb (eligibility);

«  HeB0O3MOXHOCTb «ABOMHOro» royiocoBaHus (unreusability);
- PaBHopgocTtynHocTh (fairness);

- [lpoBepsaemocTb (verifiability);

- BceoOuasn npoBepsiemocTb (universal verifiability);

- ConpoTtusneHne npuHyxaeHuto (coercion-resistance) *

lkaspersky Polys



CuctemMbl ronnocoBaHusd ¢ npamou 3anucbio /| KOUbBLI 4

DRE (Paper trail — onymoHanbHO) KOUB

He obecneynBatoT CBOMCTBA NPOBEPAEMOCTU N BCeobLLEN NPOBEPAEMOCTH

kaspersky Polys



TexHonornu obecnevyeHus TpedboBaHmu K cuctemam A3l 5

TpeboBaHuA ObecneymnBatoTcA

MpuBaTHOCTbL (privacy) Cnenas nognucb, HE, ZK-Proofs

MonHoTa (completeness) /

o CMapT-KOHTPaKT
YctonumsocTb (soundness) P P

MpaBomouHocTb (eligibility) Cucrtema naeHTMGUKaumm

HeBO3MOKHOCTb «ABOMHOro» ronocosaHma (unreusability) ' BnoKkuyenH

PaBHogocCTynHOCTb (fairness) LLindpoBaHme bronneteHn

MposepsemocTb / Bceobuias nposBepsaemocTb

e 11 ) . BnoK4yelH, paclundbpoBaHue bronneteHen
(verifiability / universal verifiability) P p

ConpoTmsieHUe NPUHYKAEHUIO (coercion-resistance) MeperonocosaHue / receipt-freeness *

lkaspersky Polys



A HyXeH N1 ONNOKYeUH B royiocoBaHNnN? 6

* B/IOKYEMH MOXeT MoOMOYb A0CTUYb ;
$
HEeKOTOPbIX KenaembixX CBOUCTB 12 “ f%IOCkChaI N

npun onpeageneHHbIX YCA0BUAX _ ‘{

° baokyeiH — He naHaues? ¥ (,
hy ﬁf

¥ Blogkehain

LK. Wust, A. Gervais. “Do you need a Blockchain?”
2T. Dimitriou. “Efficient, Coercion-free and Universally Verifiable Blockchain-based Voting”
3. Nasser, C. Okoye, J. Clark, and P. Y A Ryan. “Blockchains and Voting: Somewhere between hype and a panacea”
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ApXUTeKTypa CUCTEMbI

* CepBwuc Bblga4uun bronneteHemn
NoAnNuUCbIBaeT OCNENNEHHbIN
naeHTndunKkaTop n3bumnpartensa

° Y31bl-BanngaTopbl y
npeacrtasutenen naptun / UMK

*  Y351bl-ayaAMUTOPbI AOCTYMNHbI
06LLLEeCTBEHHOCTH

kaspersky

WabupaTtenu

5 -
! Opranwuzatop
e ) FONOCOBAHNA
\ i
v v ¥
CHcTema Cepsuc . Cepeuc cozfanus Cepeic BbiAa4M
MaeHTHdMKaUWn €777 ™ ayrentudmraumm [ o ;gig;‘ - olonneTexel
*




AHoOHUMM3aUmMA B cuctemax O3l 8

- CeTun nepemelumBaHug

- [omomopdHoe | -
LU POBAHME .2 ( . ,
- [loka3aTenbCTBa C w :'

HyJ1EBbIM pa3riialleHnem
lkaspersky Polys

F

%

- Konbuesble nognucu
- Cnenas noanucob




BaxHocTtb UX / Ul

Tuesday,

O]

Official Ballot for General Election
November

02, 2004

]

115
N B

D

D

Fill in the oval to the left of
the name of your choice
You must blacken the oval
completely and do not make
any marks outside of the
oval. You do not have to vote
N every race

O

Do not cross out or

erase, or your vote may
not count. f you make a
mistake or a stray mark
ask for a new ballot from

the poll workers

Optional write-in
or write-in:

kaspersky

President and
Vice President of the
United States

Vote for 1 pair

<> JohnF. Kerry
and
John Edwards
Democrat

<> George W. Bush
and
Dick Cheney
Republican

<> Michael Badnarik
and
Richard Campagna
Libertarian

<> Ralph Nader
and
Peter Miguel Camejo
Independent

<O or write-in:

U.S. Senator
Vota for 1

U.S. Representative
Vote for 1

<> Brad Plunkard
Democrat

< Bruce Reeder
Republican

<> Brad Schott
Libertanan

O or write-in:

County Commissioners
() Voteforupto 2

<> Camille Argent

Democrat

<> Chloe Witherspoon
Republican

<> Amanda Marracini
Libertarnan

<> or write-in:

OFFICIAL BALLOT, GENERAL ELECTION
PALM BEACH COUNTY, FLORIDA
NOVEMEER 7, 2000

(REPUBLICAN)
GEORGE W. BUSH -presioent
DICK CHENEY - vice PRESIDENT

(DEMOCRATIC)
AL GORE - presipent
JOE LIEBERMAN . vice PRESIDENT

(LIBERTARIAN)
HARRY BROWNE - presioent
r ART OLIVIER - vice pRESIDENT
es will (GREEN)

electors] | RALPH NADER -presioent

WINONA LaDUKE - vice pResiDenT

(SOCIALIST WORKERS)
JAMES HARRIS -paesipent
MARGARET TROWE - vice PRESIDENT

OFFICIAL BALLOT, GENERAL ELECTION
PALM BEACH COUNTY, FLORIDA
NOVEMBER 7, 2000

(REFORM)
PAT BUCHANAN - presient
EZOLA FOSTER . vice PRESIDENT

(SOCIALIST)
DAVID McREYNOLDS - presioent
MARY CAL HOLLIS . vice PReSIDENT

- B

(CONSTITUTION)
HOWARD PHILLIPS - presinenT
J. CURTIS FRAZIER - vice PRESIDENT

- 10

(WORKERS WORLD)
MONICA MOOREHEAD - presioent
GLORIA La RIVA - vice PRESIDENT

WRITE-IN CANDIDATE

(NATURAL LAW) To vote for a write-in candidate, follow the
JOHN HAGELIN . presipent directions on the long stub of your ballet card.
VS NAT GOIDHABER .
[ ] U.3. REPRESENTATIVE IN COMGRESS
13TH CONGRESSIONAL DISTRICT
(Vote lor Onel
Uern Buchanan REFP _l
Christine El-l-;_il-l};_ o DEn _l
=
GOVERNOR AND LIEUTENANT GOUERNOR
(Vote for Oned
Charlie Crist REF
Jef f Rottkamp L
Jin Davis DEH
Daryl L. Jones D
Max Linn REF m
Tom Hacklin
Richard Paul Denbinsky NPA I:]
Dr. Joe Snith
John Haywe Smith HPA
James J. Kearney I:I
Karl C.C. Behn HPA I:l
Carol Castagnero
Write-In |_|
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AKTyanbHble npoornemMsbl 10

* Tradeoff coercion-resistance / receipt-freeness €= nposepsemocTb
* ConpoTuBNEHME NPUHYKAEHMNIO HE peLllaeTca TEXHMYECKMMM cnocobamm
* JloBepue nsbupartenem K cucteme

* OTcyTCTBME HaUMOHaNbHbIX cTaHAapToB / pekomeHaaumit TK 26 Ha
caenyto noanucb

lkaspersky Polys



BuiBOAbI 11
* BnoKyenH nomoraet obecneynTb HEKOTOPbIE BaXXHble CBOUCTBA

e CyuwecTByloLMe rocyaapcrBeHHble KpUntorpapmuyeckme ctTaHaapTbl HE
3aKpbliBatloT BCce notpebHocTn cuctem 30

* BakeH nybanyHbIv ayaut cuctem O30

lkaspersky Polys



Netp Myp3uH

acnupaHt BUHUTU PAH,
pa3pabotumkK npoekra Polys

AO «JlabopaTtopusa Kacnepckoro»
petr.murzin@kaspersky.com
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