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Cemeircteo RFC onpegenaowmx ucnosib3oBaHne PoCcCUNCKUX

Kpuntorpadpuueckmnx anroputmos B PKI (Public Key Infrastructure):

RFC 4490 «Using the GOST 28147-89, GOST R 34.11-94, GOST R 34.10-94, and GOST R
34.10-2001 Algorithms with Cryptographic Message Syntax (CMS)»

RFC 4491 «Using the GOST R 34.10-94, GOST R 34.10-2001, and GOST R 34.11-94

Algorithms with the Internet X.509 Public Key Infrastructure Certificate and CRL
Profile»

RFC 4357 «Additional Cryptographic Algorithms for Use with GOST 28147-89, GOST R
34.10-94, GOST R 34.10-2001, and GOST R 34.11-94 Algorithms»
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v Public-Key Cryptography

Standards (PKCS)

— PKCS #1: RSA
Cryptography Standard

— Section Index

— Foreword

— PKCS #3: Diffie-Hellman
Key Agreement Standard

— PKCS #5: Password-Based
Cryptography Standard

— Chapter 1 Introduction

— Chapter 2 Cryptography

— PKCS #5: Extended-
Certificate Syntax Standard

— PKCS #7: Cryptographic
Message Syntax Standard

— Chapter 3 Techniques in
Cryptography

— Chapter 4 Applications of
Cryptography

— PKCS #8: Private-Key

Information Syntax
Standard

— PKCS #9: Selected
Attribute Types

— Chapter 5 Cryptography in
the Real World

Home: Standards Initiatives: Publio-Key Cryptography Standards (PKCS)
PKCS #11: Cryptographic Token Interface
Standard

This standard specifies an API, called Cryptoki, to devices which hold
cryptographic information and perform cryptographic functions. Cryptoki,
pronounced crypto-key and short for cryptographic token interface, follows a
simple object-based approach, addressing the goals of technology
independence (any kind of device) and resource sharing (multiple applications
accessing multiple devices), presenting to applications a common, logical view
of the device called a cryptographic token.

The draft Version 2.30 of the PKCS #11 specification is now available for 30-day
public review. The public review will continue through Wednesday 28-Oct-2009.

Please send all comments to pkcs-editor@rsa.com.

New
e PKCS #11V2.30 specification front matter (Acrobat PDF)
e PKCS #11V2.30 core specification (Acrobat PDF)
e PKCS#11V230 mechanisms part 1 (Acrobat PDF)
e PKCS #11V2.30 mechanisms part 2 (Acrobat PDF)

The presentation on PKCS #11 V2.30 given at RSA Conference 2009 is also
available (Acrobat PDF).

Conformance Profiles
« Conformance profile of PKCS #11 v2.11 for mobile devices; MS-Word,

Acrobat pdf
e PKCS #11: Conformance Profile Specification; MS-Word, Acrobat pdf

Current Version
o PKCS #1141 y2 20 NS Winrd (2 8mh) Acrnhat ndf (41 2mh)

PKCS #11:
Cryptographic Token
Interface Standard

— 7.1 What is
probabilistic
encryption?

— Contribution
Agreements: Draft 1

— Contribution
Agreements: Draft 2

— 7.2 What are special
signature schemes?

— 7.3 What is a blind
signature scheme?

— Contribution
Agreements: Draft 3

— Contribution
Agreements: Final

— 7.4 Whatis a
designated confirmer
signature?

— 7.5 What is a fail-stop
signature scheme?

— 7.6 What is a group
signature?

— 7.7 What is a one-
time signature
scheme?

— 7.8 What is an
undeniable signature
scheme?

— 7.9 What are on-
line/off-line
signatures?

— 7.10 What is OAEP?

— 7.11 What is digital
timestamping?

— 7.12 What is key
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PKCS #11 Mechanisms v2.30: Cryptoki — Draft 7

RSA Laboratories

29 July 2009
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TexHu4YecKul Komumem o
cmaHoapmu3sayuu «Kpunmoepaguyeckas
3awuma uHgopmayuu»

(TK 26)

Co3naH npuKkasom PocctaHpapTa
Ne 3825acn ot 28 aekabpsa 2007 r.
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OcHoeHaAa yenb TK 26 — opraHnsauma u nposegeHue
paboTt B 06,1aCTU HAaUMOHAIbHOWN, PETMOHANIbHOU U
MeXAYHAapOoAHOW CTaHAapTU3aUMN WNPPOBANbHbIX
(KpunTorpadumyeckmnx) cpeacTs 3aWmMTbl UHPOPMALUK, A
TaKXe TeEXHUYECKUX PELUEHNN MO UX MPUMEHEHUIO B
MHOOPMALUNOHHO-TENEKOMMYHUKALMOHHbIX CUCTEMAX U
cmcTtemax WnMdpoBaHHOWU, 3aCEKPEYEHHOM U UHbIX BUOOB
cneunasbHOM CBA3MU
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TexHu4YecKuli Komumem ynosaHOMOYeH Paccmampusame 80r1pPOoCsI
cmaHoapmu3auuu npooyKUuUU U ycaye, OTHOCALLMECH K:

* meTodam WwndposaHusa (Kpuntorpadpuryeckoro npeobpasoBaHuUa)
MHGOPMALUNU;

e cnocobam mx peanunsauunu;

e meTodam obecnevyeHna 6e30nacHOCTM MHPOPMALMOHHbIX
TEXHOI0TUU C NCNO/Ib30BAHMEM KPUNTOrpadnU4ecKkoro
npeobpa3zoBaHUa MHGOPMaLUK, BKAOYAA ayTEHTUDUKALMLO,
NMUTO3AWMNTY N 3NEKTPOHHYIO LMPPOBYHO NOAMNUCH.
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- O peaTenbHOCTH
No MeXAYHAPOAHOW
cTaHaapTU3auum

- KoH(pbepeHuma
Workshop on Current
Trends in Cryptology.
CTCrypt 2012
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“Kpnnrorpadghmunyeckasn 3aynra nHpopmaymmn”™

KoHel 2007 r. 03HaMeHOoBanca 3Ha4YnTeNbHbIM ANA POCCHMICKON
Kpuntorpadun cobbiTueM. MNpukasom PocTeXperynuposaHna oT 28 aekabpa
2007 r . ObIN CO3[4aH TEXHUYECKMA KOMUTET N0 CTaHAapTU3aumm
"KpunTtorpapuyeckas 3awuta nHpopmaummn”, Nony4ynBLIMIA COKpaLLEHHOE

HaumeHoBaHue TK 26. 3TUM NPUKa3oM ObINo yTBEPKAEHO MONOKEHNE O HEM,

€ro CTPYKTypa 1 NepeyeHb opraHnsaunii (NpeanpuaTuin), CTasLUKMX ero
yneHamu. B mapte 2008 r. Obino NpoBeAeHO nepsoe 3acegaHue TK 26
"KpunTorpapuyeckasn 3awmra nHpopmaymn'.

Mpukasom degepansHOro areHTCTBa No TEXHUYECKOMY PETYNUMPOBaHUIO W
meTponoruu ot 12.08.2011 r. Ne 4402 npeacepatenem TK 26 yTBepKaeH
AEeNCTBUTENDBHbLIN YneH AkageMun Kpuntorpagum Poccuinckon ®eaepauum,
AOKTOp (PU3MKO-MaTEMATUYECKUX HaYK, npodeccop Ky3bMuH A.C.
3amecTutenu npeaceaartena TK 26: KaHAWAAT TEXHUYECKMX HAyK Mropb
KayanuH u redHepanbHbli aupekTop "MiHpoTeKC" AHapen Yanyaes
(OTBETCTBEHHBIN cekpeTapb TK 26).

OCB Poccuu, Kak Q)enepanbﬂbm opraH MCNONHUTENBHOM BJ'IaCTM

AR A~ ATt A et tat AR A s e
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HoBocTU U COBbITUA

22.03.2012

Pa3sMeLLeHbl NPOEKTHI
METOANYECKNX AOKYMEHTOB MO
KPMNTOKOHTENHEpPaAM YuTaTtb

dansuie. ..

07.03.2012

MUHU-CUMNO3UYM TK 26
«COBPEMEHHBIE TEHAEHLINK B
KpunTorpaguu» Yutatb

danbuie. ..

05.03.2012
Pa3MeLleH OTYET 0 AEATENBHOC
TK 26 B 2011 rogy. Yutatb

ansuie. ..
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B mexHu4yeckom Komumeme «Kpunmoepaguyeckasn sawjuma
uHgpopmayuu» npeacrtasneHbl POVB n npeanpmAaTUS
(opraHmnsaumm), K KOmneTeHUMM KOTOPbIX OTHECEHA 3aWNUTa
MHGOPMALIMKN C NCNOIb30BAHMEM KPpUNTOrpaPmnyeckmx mMeToaos,
MMEILWMX OMNbIT B OpraHn3aumnm pa3paboTok obpasuos
WndpoBanbHbIX (KpunTorpadpmnyeckmx) cpeacTs

(Ha 01.09.2012 — 6onee 50 opraHm3aumii)
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HAITMOHAJIBHBI CTAHJIAPT POCCUMCKOU ®EJEPALIIN
rOCT P 34.10-2012

NudpopmannoHHas TEXHOJIOI A
KPUIITOI' PAONYECKAS SAIIIUTA UTHOOPMAILINUU
Mpoueccbl popmnpoBaHUA U NPOBEPKU I/IEKTPOHHOU LUPPOBOU NOANUCU

HAITMOHAJIBHBI CTAHJIAPT POCCUMCKOU ®EJEPALIIN

FOCT P 34.11-2012
NudpopmanuoHHas TEXHOJIOI A
KPUIITOI' PAOUYUYECKASA SAIIUTA UTHOOPMAILINUHU
DYHKUMA X3WMPOBAHUA
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CraHgapt MICO/M3K 14888-3:2006/M3m. 1:2010

NHbopmaymoHHble TexHonormu. Metogbl 3awnTbl. LindpoBbie NognnUCKU € NPUNOKEHUEM.
Yactb 3. MexaHu3mbl Ha OCHOBE AUCKPETHOro siorapudma. MameHernme 1. Anropntm
PYCCKOM UMdpOoBOMN MNOANMUCU SNTUMTTUYECKOM KPUBOMN, aITOPUTM LMPPOBOM NOoANUCH

LLHopa, anroputm undposon noanmcu LLIHOpa Ana sNAMNTUYECKOM KPUBOM, N NONHbIN
anropmutm undposomn nognucu LLIHoOpa Ana snAMNTUYECKOM KPUBOW

ISO/IEC 14888-3:2006/Amd 1:2010

«Information technology -- Security techniques -- Digital signatures with appendix -- Part
3: Discrete logarithm based mechanisms. Ammendment 1. Elliptic Curve Russian Digital
Signature Algorithm, Schnorr Digital Signature Algorithm, Elliptic Curve Schnorr Digital

Signature Algorithm, and Elliptic Curve Full Schnorr Digital Signature Algorithm
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The 7th International Computer Science
Symposium in Russia

CTCrypt 2012 Call for Papers
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Call For Papers Call for Papers

Workshop on Current  Trends in Cryptology  (CTCrypt 201206
hitp://agora.quru.ru/display.php?conf=csr2012&page=item011) affiliated with 7th

Important Dat International Computer Science Symposium in Russia (CSR-2012), will be held on
July 2, 2012 in Nizhny Novgorod, Russia. CTCrypt 2012 is organized by Russian
Topics Technical Committee for Standardization (TC 26) "Cryptography and security

mechanisms”.

Program
°9 (Please refer http:/www.tc26 rufinvite htmi for further details.)

T T T T T T T T T T T T T T T T T T T T T T T

Workshops
0 op Important dates

Invited Speakers

e Abstract submission: April 16, 2012
« Notification: April 23, 2012

Committees ¢ Extended abstract submission: July 2, 2012

Venue
Travel information Official language: English
_ _ Extended abstract language: English or Russian
Registration
. Scope and Topics
Submissions Research papers on all technical aspects of crvptoloav are welcome. In particular.
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TexHu4yeckuli Komumem o cmaHéapmu3ayuu

«Kpunmoepaguyeckaa 3auwjuma uHgpopmayuu» (TK 26)

Calim u chopym

www.tc26.ru

Cekpemapuam

tc26@infotecs.ru
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