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MPOrPAMMHbIX PELWEH/ HA OCHOBE B pamkax Popyma ByayLIvx TexHonoruil 2023
MOCTKBAHTOBOW KPUMTOMPAGUM

CnnHodd Poccuickoro
KBaHTOBOTO LEHTpa

Mpu cTpaTternyeckon
@ nogaepxke MasnpombdaHka

JlaypeaT BCepoCCUNCKMUX NpeMUI o ) YHacTHuMK
N KoHKypcoB U T-npoayKkToB ~ ¥ Kubepknactepa CKonkoBo

Paspabotuuk ctaHgapToB HayyHasa nesstenbHOCTb
NMOCTKBAHTOBOW KpunTorpaduu nogaepxaHa MHCTUTYTaMu
B PO passuTtusa PO

23 coTpygHuKa

@ Bank Poccum ’:9 CBEP

6 UM POBBLIX NPOAYKTOB

=BTB ,

(@) TA3MPOMBAHK

MpoAYKTbI U YCIYTK yXKe NMUNOTMPYITCA

i
)

e seterra’ Q3ATE

I

= ELECTRONICS

+1T1

© KyAnn, 2023


https://qapp.tech

(J QApp aepptech 3

KBAHTOBASA YIPO3A AN UH®OPMALMUOHHOU BE30MNMACHOCTU

KBaHTOBbIE C nomoLLbio KBaHTOBbIX KOMMbIOTEPOB KsaHTOBas yrposa ycunmeaet
KOMMblOTEPbI 3/10YMBbILLNIEHHWKM MOTYT aTakoBaTb AaHHbIe, KntoueBble pucku VB

aKTUBHO 3allMLLEHHble TPaAULMOHHLIMN MeTodamu

pasBuBaloTCA - YTeyka nepcoHarsbHbIX AAaHHbIX
rog ot roga? PacnpocTpaHeHHble cerogHsa anropmuTmbl KMMEHTOB

Yoxe docmynHal KpunTorpadun HeyCTON4MBbI K KBAHTOBOW Yrpo3e

yepe3s o0brako - PenyTaLnoHHbIE pUCKK

Pacnpe,qeneHme AcwmmeTquHoe SJ'IGKTpOHHaﬂ

Kntouent LncbpoBaHne nognmch - ®popg no nnartexam 1 nogmeHa
PEKBU3NTOB
ECDH RSA ECDSA
DH i - ®uHaHcoBbIE NOTEPU
rOCT
P 34.10-2012
W - CaHKuuu U1 LuTpadbl CO CTOPOHBI
perynsTopa
4098 MOSBOJIAIOT B3IOMaTk - YMblWMeHHbIN nepexear Tpaduka
2020 2021 2022 2023 2024 r 6 nonyrnspHyto KpunTocmcremy
e RSA-2048 2

- YBenuueHne 3agepxek coeanHeHus
BMSOTb A0 MNOJSIHOW CETEBOW
HEeLOCTYNMHOCTW CEPBUNCOB

UcmoyHuku [1] IBM, [2] Be3 yyuema koppekyuu owubok (Arxiv) © KyAnn, 2023
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MOAEJIbHbIE 3AOAYUA

RSA-2048

How to factor 2048 bit RSA integers in 8 hours using
20 million noisy qubits

Craig Gidney! and Martin Ekera?

2x10 7 ¢pusuyeckux kybumos, 8 yacos

349143 cat-qubits, 4 cymok
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ECDLP-256 (FTOCT P 34.10-2018)

Improved quantum circuits for elliptic curve discrete
logarithms

Thomas Hiner!, Samuel Jaques® *T, Michael Naehrig®, Martin Roetteler!, and Mathias Soeken’

L Microsoft Quantum, Redmond, WA, USA
{thhaner,martinro,a-masoek}@microsoft.com
2 Department of Materials, University of Oxford, UK

samuel . jaques@materials.ox.ac.1

7x10 6 cbusuyeckux kybumos

doi:10.1103 /PhysRevLett.131.040602

Performance Analysis of a Repetition Cat Code Architecture: Computing 256-bit
Elliptic Curve Logarithm in 9 Hours with 126 133 Cat Qubits

Elie Gouzien ®,!* * Diego Ruiz ®,>? Francois-Marie Le Régent ®,%2 Jérémie Guillaud ©,? and Nicolas Sangouard ®!

Y Université Paris-Saclay, CNRS, CEA, Institut de physique théorique, 91191 Gif-sur-Yvette, France
2 Alice€3Bob, 53 boulevard du Général Martial Valin, 75015 Paris, France
3 yratoire de Physique de ’Ecole normale supérieur

123133 cat-qubits, 9 yacoe © KyAnn, 2023
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RSA-2048: cybnmHenHasa CNOXHOCTb?

Factoring integers with sublinear resources on a superconducting quantum processor

Bao Yan."?* Ziqi Tan.>** Shijie Wei.*: * Haocong Jiang, Weilong Wang,! Hong Wang.! Lan Luo.' Qianheng Duan,’'
Yiting Liu,' Wenhao Shl.’ Yangyang Fei,' Xiangdong Meng,"! Yu Han," Zheng Shan.' Jiachen Chen.* Xuhao Zhu.*
Chuanyu Zhang,® Feitong Jin,* Hekang Li,* Chao Song,* Zhen Wang,* | Zhi Ma,"* H. Wang,* and Gui-Lu Long** %™

ou 450001, China

!State Key Laboratory of Mathematical Engineering and Advanced Computing, Zhen,

*State Key Laboratory of Low-Dimensional Quantum Physics and Department of Physics, Tsinghua University, Beijing 100084, China
3School of Physics, ZIU-Hangzhou Global Scientific and Technological Innovation Center, Interdisciplinary Center for Quantum Information,
and Zhejiang Province Key Laboratory of Quantum Technology and Device, Zhejiang University, Hangzhou 310000, China

*Beijing Academy of Quantum Information Sciences, Beijing 100193, China
SInstitute of Infe Technology, Infe Engineering University, Zhengzhou 450001, China
“Beijing National Research Center for Information Science and Technology
ua University, Be 100084, China
tum Information, Beijing 100084, China

and School of Information Tsi

Frontier Science Center for Que

Shor’s algorithm has seriously challenged information security based on public key cryptosystems.
However, to break the widely used RSA-2048 scheme, one needs millions of physical qubits, which is
far beyond current technical capabilities. Here, we report a universal quantum algorithm for integer
factorization by combining the classical lattice reduction unh a quantum approximate optimization

itk QAOA). The number of qubits required C hich is sublinear in the bit length

372 ¢pusuyeckux kybuma!
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Banudauyusi Ha amyrnsimope

Pitfalls of the sublinear QAOA-based

factorization algorithm

S.V. Grebnev!, M.A. Gavreev!, E.O. Kiktenko!, A.P. Guglya', A R. Efimov?, and
A K. Fedorov!

I'Russian Quantum Center, Skolkovo, Moscow 121205, Russia

=Sberbank of Russia, Sber Innovation and Research, Moscow 121357, Russia

Anzopumm HekoppekmeH!
Ho cam nodxo0 — nepcrnekmueHbIU

© KyAnn, 2023
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Banudauyus Ha amyrnsmope

Pitfalls of the sublinear QAOA-based

factorization algorithm

S.V. Grebnev!, M.A. Gavreev!, E.O. Kiktenko', A.P. Guglya'!, A R. Efimov?, and
A K. Fedorov!

'Russian Quantum Center, Skolkovo, Moscow 121205, Russia

2Sberbank of Russia, Sber Innovation and Research, Moscow 121357, Russia

A REfis
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A comment on “Factoring integers with sublinear resources on a superconducting
quantum processor”

Tanuj Khattar!’-* and Noureldin Yosri® !

! Google Research, Venice, CA 90291, United States
?Google, Dublin, Ireland
(Dated: July 24, 2023)

Quantum computing has the potential to revolutionize eryptography by breaking classical public-
ey cryplography schemes, such as A.. and iffie-He! man. owever, brea 'ill" Lne “'i( ely usec
key cryptography sch b RSA 1 Diffie-Hell Hi breaking t} lel; 1
2048-bit RSA using Shor’s quantum factoring algorithm is expected to require millions of noisy
physical qubits and is well beyond the capabilities of present day quantum computers. A recent
proposal by Yan et. al. tries to improve the widely debated Schnorr’s lattice-based integer factoriza-
ithm using a quantum optimizer (QAOA), and further claim that one can break RSA 2048

372 qubits. In this work, we present an rithm

ven i

© KyAnn, 2023


https://qapp.tech

(J QApp aapplech 7

MOMENb KBAHTOBOWU ATAKMU
«COXPAHEHUE JAHHbLIX CEMYAC — B3J1IOM NOTOM»

XKN3HEeHHbIN LMKN LeHHbIX AaHHbIX U YCTpOVICTB

3MoyMbILUSIEHHUK peanu3yeT KBaHTOBYIO aTaky

2023 2024 2025 2026 2027 2028
2024 2028
NIST NosiBNsieTCA MOLLHbLIN KBAHTOBbIN
3aBepLUMT CTaHaapTu3auuio Hanbonee KOMMblOTEP, CNOCOOHbLIN B3rloMaTb
CTOMKUX MNOCTKBAHTOBbLIX anropuTmMoB COBPEMEHHbIE KPUMTOCXEMbI

2025 — 2026

McKinsey MporHoaupytoTcs nepeble
& Company  peanusauum KBaHTOBbIX aTak

© KyAnn, 2023
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CTATYC BANUOALUUU PEINYNATOPOM NOCTKBAHTOBbBIX 3N
OTEYECTBEHHbIE MOCTKBAHTOBBIE ANITOPUTMbI 3L

Mpennaraemble OLI

AU Ninepukym

AU KpbpkoBHUK

MU WnnoBHuUK

Mpegnaraemble KEM

Crtartyc pabot B pamkax TexHuyeckoro kommuteta TK26

MepBas TekyLlan Bepcus peanusauum anroputMa nosrtHOCTbI0 NOAAEPKUBAETCS B NPOAYKTaX.
Benétca paspaboTka cneuyundmkaumm ¢ y4étom 3amedaHmn TK26.
[oTOBHOCTL chneumdukauumn ¢ y4étom npasok: 4 ksaptan 2023 roga

PeanusoBaHa nepBasi Bepcusi anroputMa. Cxema HaxoauTcs Ha ctagum nepepaboTku
015 NOBLILLEHNST YPOBHS CTOMKOCTU U HEDYHKLMOHArbHbBIX XapaKTEPUCTUK.
MnaHupyetcs nepepaboTtatb cxemy, ohopMUTL JOKYMEHTLI M OTNPaBUTb Ha akcnepTuay B 1 kBapTane 2024 roga

B deBpane 2023 nony4eH nepBbIi NaKeT 3aMeyaHuin Mo NPOEKTY cTaHaapTa.
O6HOBNEHHBIN NakeT gokymeHToB no SUIM LWvnoeHuk 6yaet otnpaeneH B TK26

PaspaboTtka KEM Ha kogax u pelueTkax, rotoBHOCTb: 2024 rog
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NMPOBJIEMATUKA HA NMYTU BHEOAPEHUA PKI

TexHONoru4yeckue
s [lopgoepxka NOCTKBAHTOBLIX / TMBPUAHBIX cepTUdMKATOB B NPUKNALHbIX MPOTOKOMAxX C y4ETOM OrpaHNYeHnn
coolLeHnn

s [lageHue npomsBogMTENbHOCTU, HEOBXOAMMOCTL annapaTHOrO YCKOPEHNS
B yacTHOCTHU, MOXHO Nepeuncnonb3oBaTth yxe nmetwmeca CO-bnokun gns yckopexus Ctpubor,
T.K. LULMPOKO UCMONb3YeTCsl BO BCEX OTEYECTBEHHbIX CXeMax

s [lpoTtokonsbl Ha ocHoBe UDP — He neset B MTU

PerynsatopHble

s HeobxogmmocTtb obHoBREHUs nyna ctaHgapToB FOCT P 34

s O6HoBneHne nyna PC n MP no npuknagHbiM NpoToKonam Asisi BHeAPEHWSI MOCTKBAHTOBOW U rmbpnaHon
KpunTtorpadum
BeipaboTka OID
CueHapum nepexogHoro nepmnoaa

Opyrue
n CoMHeHuda B HeO6XO,EI,I/IMOCTI/I B NOCTKBAaHTOBOW KpmnTorpaq)mm OT OTAEIIbHO-B3ATbIX BEHOOPOB TEKYLLUX

Kpuntorpauieckmx peLieHnn acuMMeTpU4HON Kpuntorpadpum
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YOOCTOBEPSAIOLWUA LIEHTP
C NOOOEPXXKOW NOCTKBAHTOBbIX NOANMUCEN

KBaHTOBas yrposa ycunmBaeT BO3MOXHble MpeumyliecTBa nepen «KNaccuy4ecCKUmM»
pucku npu B3nome YL nnu moamncpukaumn ¢yHkumnoHanom YL
knro4yeBoro Hocutensa Al:

- Tlloggepxka OTeYeCTBEHHbIX KBAHTOBO-YCTONYMBbIX
ceptudurkaton

durHaHcoBbIE nortepu

_ Kpaa nepCoHarnbHbIX AaHHbIX - MpenoTBpalLeHne nonbITok MogMdukauun LU
- MpenoTBpaLleHne hMHaHCOBbIX NOTEPb CBA3AHHBLIX

- KomnpomeTtaumsi GaHKOBCKOWN, NPOM3BOACTBEHHON, N
C NOOMEHOWN PEKBM3UTOB 1 NOAMNUCH

FocyﬂapCTBeHHOVI n opyrnx TalHbl

- Bo3MoOXHOCTb MaCUJTGGMpOBaHVIFI 1 ncnosrnb3oBaHne rVI6pVIJJ,HbIX

- PenyTaunOHHbIe pUCKM N
nognucen Ao NpUHATUA CTaHOapToB

- CaHkuum v WTpadbl CO CTOPOHbI PETYNATOPOB
- YBenuuyeHue BbIpyYKM 3a CHET MCIOSb30BaHUS

TEXHONOrM4YeCKOro nepBeHcTBa Ha pbiHke YL
- MaclwTabnpoBaHme nNpoekTa 3a CYET BHEAPEHMS
noctkBaHToBoro ABE

- HecaHKLMOHNPOBaHHbLIM 4OCTYN
K MHOPMAaLMOHHBbIM CUCTEMaM
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OCHOBHA4 LLEHHOCTb NUIIOTUPOBAHUA NPOOYKTOB
HA OCHOBE NMOCTKBAHTOBOW KPUNTOMPA®UU CENYAC

e OueHka 3atparT (Bpems/aeHbrn/npodne pecypcobl) BBOAA B MPOMBbILLSIEHHYO 3KCAyaTaumo
KBAHTOBO-YCTONYMBbLIX pPeLUEeHUI
OueHka 3aTpat no nepesoay NT-nHdpacTpyKTypbl Ha HOBbIM BMA KpunTorpadum
B NPOEKLUNN Ha CPOK NMPUHATUS cTaHgapToB PO

e BrblpaboTka kpuntorpau4eckomn rmOkOCTN — CHUXKEHNE 3aBUCMMOCTM OT KOHKPETHOIO BEHAOPA KpunTorpadum
WccnenoBaHue ypoBHS Kpyntorpadnyeckom rmbkocTy U ToHeK NPUBA3KN K onpeaeneHHOMY NoCTaBLUNKY
KpynTorpauyeckmx peLleHnin, orpaHUYnBaloLLMX BO3MOXHOCTM NOAEPXKKM U afanTauun MHppacTpyKTypbl
K HOBbIM TUMNaM Yrpo3 n ysasBMMmocTen

o  OueHKa pUCKOB ANs Y& UMELLNXCS MHPOPMALIMOHHBLIX akTUBOB U NpUopUTE3aLMst HanpaBneHuin
ANst UHTErpauumn KBaHTOBO-YCTOMYMBbIX PeLLEHWI

o OueHka cepBUCOB M NPOAYKTOB Ha YSI3BMMOCTb K KBAHTOBOW Yrpo3e

o  OnpegeneHune 3TanHOCTU MHTErpaLmm KBAHTOBO-YCTONYMBON 3aLLMTbI B MHAPACTPYKTYPY 3KOCUCTEMbI

© KyAnn, 2023
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