NMpo6nemMbl cTaHaapTusauum B obnactu

MH(PACTPYKTYPbI OTKPbITbIX KJIIOUEN U
AOBEepPEeHHbIX CEpBUCOB

QED POPYM

poccusa 2023

CabaHoB Anekcen N'eHHaabeBUY, O.T.H.,
npoueccop MI'TY nMm. H.2. bayMaHa,
rnasHbin akcnepT AO «HUUAC»,

P-akcnepTt UCO, unen TK 362, TK 26, TK 122
akageMmk MexayHapoaHOW akaaeMumn CBsi3n

12-14 ceHTAOpSA



NcTokn npobnem ctaHaapTmsaumm

CornacHo ctaHgaptaMm OCT P 1.1 - 1.7 cuctemMa HauMoOHabHbIX CTAHAAPTOB B

OCHOBHOM CTpOMUTCS Ha 6a3e cucTeM MexayHapoAHbIX CTaHAapToB, Ae-daKTo,
6onblen yactbto Ha ctaHpgapTax ISO/IEC.

MexxayHapoaHas opraHm3saumsa no craHgaptmsaumm (ISO) 6bina co3gaHa B 1947 r.
nepBbin cTaHaapT ISO 6bin BbiNyweH B 1951 r. LWTab-kBapTupa HaxoanTCs B
XKeHee (LUBenuapusa). MOK ocHoBaHa B 1906 rogy, ¢ 1948r. HaxoaunTca B XXeHese.

NCO TecHO cBsi3aHa C opraHusauusamMun B chepe mexayHapoaHou toprosenu (BTO,
MBPP,...), TaK KaK ee AesaTeNbHOCTb CNOCOBCTBYET CHUXEHUIO TEXHNYECKNX

6apbepoB B MeXAyHapoAHOW TOProB/ie, a Takxe Bce 60JblIEMY BOBIEUEHUIO
pPa3sBUBALLNXCA CTPaH B MEXAYHapOAHY TOProBsJiio. Iso

Bonpoc: Hy>XHa nn HaM cerogHs n 6yaeT nu HyXHa 3aBTpa opueHTauma Ha BTO? He
nopa M nogyMmaTb O CBOEW CTpaTernm pasBUTUSA CUCTEM HaLMOHANIbHbIX
CTaHOAPTOB, @ TaKXe MeXrocyaapCTBeHHbIX cTaHgapToB BHyTpu E2C, BPUKC, WWOC?

I EC INTERNATIONAL
ELECTROTECHNICAL

® COMMISSION




Kakum PKI - ctanpaprtam ISO/C1/SC27 /WG4 yaenser cenyac BHMMaHue?

2 ITU-T X.841 | ISO/IEC 15816

I EC INTERNATIONAL
ELECTROTECHNICAL
® COMMISSION

1 ITU-T X.842 | ISO/IEC TR 14516 Guidelines for the use and management of Trusted Third Party services 1sced. 2002 Confirmed in 2018
Security information objects for access control 1sced. 2002 Confirmed in 2018 SC 27
Specification of TTP services to support the application of digital signatures 1ed. 2021 Information Security, Cybersecurity and Privacy Protection

3 ITU-T X.843 | ISO/IEC 15945
4 ISO/IEC 27070

5 ISO/IEC 24760-:2025

6 ISO/IEC 27099

Requirements for establishing virtualized roots
A framework for identity management. Part 4: authenticators, credentials and authentication WD stage
Public key infrastructure — Practices and policy framework 1sed. 2022

WG 4 SECURITY CONTROLS AND SERVICES

e Convener: Johann AMSENGA, ILNAS (LU)
e Convener-support: Frangois LOREK, AFNOR (FR)

SCOPE

Aspects related to security controls and services, emphasizing standards for IT security and
its application to the security of products and systems ininformation systems, as well as the
securityin the lifecycle of such products and systems.

The topics covered include:

e |CT security operations (for example readiness, continuity, incident and event
management, investigation);

e Informationlifecycle (forexample creation, processing, storage, transmission and
disposal);

e Organizational processes (for example design, acquisition, development and supply);
e SecurityaspectsofTrustedservices (forexampleintheprovision,operationand
managementof theseservices);
e Cloud,internetandcybersecurityrelatedtechnologiesandarchitectures (for
example network, virtualization, storage).



KakuMm ctaHpaptam ISO/C1/SC27 /WG5S yaenser cenyac MakCMManbHoOe BHMMaHue?

1 ISO/IEC 27018 Code of practice for Pl protection in public clouds acting as PIl processors [EC Mo

2 ISO/IEC 27091  Cybersecurity and privacy — Artificial intelligence — Privacy protection S Cowmssion
3 ISO/IEC 27550 Privacy engineering for system life cycle processes

4 ISO/IEC 27551 Requirements for attribute-based unlinkable entity authentication

5 ISO/IEC 27553  Security and privacy requirements for authentication using biometrics on mobile devices — Part 1, 2
6 ISO/IEC 27554  Application of ISO 31000 for assessment of identity-related risk

7 ISO/IEC 27555 Guidelines on personally identifiable information deletion

8 ISO/IEC 27556 User-centric privacy preferences management framework

9 ISO/IEC 27557 Application of ISO 31000:2018 for organizational privacy risk management The scope of SC 27/WG 5 covers the development and
maintenance of standards and guidelines addressing security

" | Information Security, Cybersecurity and Privacy Protection

10 ISO/IEC 27559  Privacy enhancipg data (_je-identification framework aspects of identity management, biometrics and the protection of

11 ISO/IEC 27560 Consent record information structure (PIl Principals' or data ) personaldata. This includes:

12 ISO/IEC 27561 Privacy operationalisation model and method for engineering (POMME) e Identification of requirements for and development

13 ISO/IEC 27562 Privacy guidelines for fintech services of future standards and guidelines in these areas.

14 ISO/IEC 27563  Security and privacy in artificial intelligence use cases For example

15 ISO/IEC 27565 Guidance on privacy preservation based on zero knowledge proofs O In the area of Identity Management, topics such

as:

16 ISO/IEC 27566 Age assurance systems — Framework

17 ISO/IEC 27570 Privacy guidelines for smart cities

18 ISO/IEC 27552  Extension to 27001 and 27002 for privacy in formation management — Requirements, guidelines
19 ISO/IEC 29003 Identity proofing

20 ISO/IEC 29101  Privacy architecture framework

21 ISO/IEC 29115  Entity authentication assurance framework O IntheareaofPrivacy, topicssuchas:

22 ISO/IEC 29134  Guidelines for privacy impact assessment - QFSKIZCCVJFZ’:;“;"S;:architecture_
23 ISO/IEC 29146 A framework for access management Privacy infrastructures: ’
24 ISO/IEC 29151  Code of practice for personally identifiable information protection Privacy impact assessment;

25 ISO/IEC 29184  Online privacy notices and consent Specific Privacy Enhancing

26 ISO/IEC 29190  Privacy capability assessment model Technologies (PETs);

27 ISO/IEC 29191  Requirements for partially anonymous, partially unlinkable authentication

A framework for Identity management;
Anonymity and pseudonymity;
Credentials and attributes;

Entity assurance and Identity proofing;
Access management;

"  Privacy engineering;

O In the area of Biometrics, topics such as:

o ®  Protection of biometric data;
Bonee 85% CTaHAapPTOB NOCBALWEHO 3alnuTte HeNPMKOCHOBEHHOCTU YaCTHOU XXN3HU B LI,VId)pOBOM mupe = Authentication techniques.



O6uwme npobnemsbl N1IaHUpoOoBaHMA U pa3paboTku ctaHpaapToB B o6nactn Ub

OTCYTCTBVIe CTpaTermyeckoro rmnaHnpoaHmnd CUCTEMbl HAUMOHAJIbHbIX CTaHAAPTOB.

Cucrema NnJa1aHNpoBaHMNA NOCTPOEHA CHU3Y, OT TEXHUYECKUX KOMUTETOB.
PoccTaHaapT yTBepXAaeT npeactaB/iEHHbIE UMK MJ1aHbl. ICKo4YeHne CcoCTaBndatoT
nopydyeHunsa MMHUCTEPCTB.

CeroaHst oTCyTCTBYIOT TpeboBaHus K KBanndpunkaumm paspaboTumkoB CTaHO4apTOB.
Kaxabin TK pelwaeT 3TOT Bonpoc camoctodaTenbHo. Co3gaTte HTC npu kaxaom TK?

JVNCKYCCUOHHbIN BONPOC: Tak NI HaM ceilyac Hy>XHa HaBsi3blIBaeMasi rapMoHM3aLms
C MeXAyHapoAHbIMU CTaHAapTaMM? 3HauYnTeNbHas YacTb MeXAyHapoAHbIX
CTaHAAPTOB HYyXHa Kak MHMOopMaLumMs 0 TOM, KaK «OHM 3TO AenatoTs.

He-dakto 6onee 80% crangaptoB B obnactn UT n Ub nmerot ctatyc IDT. MNpwu
HaJM4YNM CBOEN CTpaTerum pasBuUTMUS Mbl CMOMIN Bbl HA OCHOBE HE3KBUBASIEHTHbIX
CTaHZapToB (BKAOYAOWMX B CebS CYyTb HECKONIbKMX MeXAYHAapPOAHbIX) AOMHaTb
pasBUTUE MUPOBbLIX 3a 3-5 f1leT U ABUraTbCsa NO CBOEN TPAEKTOPUM NapassiesibHO C
MC3 n NCO/M3K.



OcHoBHbIe cTaHaapTbl PKI

OTcyTcTBME opuuManbHOro nepesoga wnaun ctangapta ITU-T X.509

The Directory: Public-key and attribute certificate frameworks. (Ha
canTe nepesos: «CnpaBoyHUK: CUCTEMbI CEPTUDUKATOB OTKPbITbIX
K/touen n atpubyTtoB») B CUCTEME HaUMOHAabHbIX CTaHAAPTOB.

OTcyTcTBME opuumanbHOro nepesoga crtaHgapta ITU-T X.842:2000
Guidelines for the use and management of trusted third party
services (Ha canTte ITU no-pycckn HanucaHo: «Pykosoasilme
NPUHUWUMbI UCNOSIb30BAHUSA HAAEXKHbBIX CTOPOHHUX CNYX6 U
ynpaBfieHUs UMN») B CUCTEME HALMOHAlbHbIX CTaHAAPTOB.

CtaHgapTbl Mo cepsucaM 6e30nacHOCTU pa3BmMBakOTCS B pa3HbiX TK
6e3 ueHTpann30BaHHOIO NJaaHUpPoBaHUA. HeT NpuBS3KM HOBbIX
CTaH[apPTOB K cucteMe ynpassieHna b n cosgaHuio CUCTEMBbI
AoBepus B pa3BmBaroLeMcs LMPPOBOM NMpPOCTpPaHCTBE.

Bepcum ITU-T Rec. X.509

INTERNATIONAL STANDARD ISO/IEC 9594-8 RECOMMENDATION ITU-T X.509
Information technology — Open Systems Interconnection — The Directory: Public-key and
attribute certificate frameworks
History
Edition Recommendation Approval Study Group Unique ID*
1.0 ITU-T X.509 1988-11-25 11.1002/1000/2999
2.0 ITU-T X.509 1993-11-16 7 11.1002/1000/3000
3.0 ITU-T X.509 1997-08-09 7 11.1002/1000/4123
3.1 ITU-T X.509 (1997) Technical Cor. 1 2000-03-31 7 11.1002/1000/5033
3.2 ITU-T X.509 (1997) Technical Cor. 2 2001-02-02 7 11.1002/1000/5311
3.3 ITU-T X.509 (1997) Technical Cor. 3 2001-10-29 7 11.1002/1000/5559
3.4 ITU-T X.509 (1997) Technical Cor. 4 2002-04-13 17 11.1002/1000/6025
3.5 ITU-T X.509 (1997) Technical Cor. 5 2003-02-13 17 11.1002/1000/6236
3.6 ITU-T X.509 (1997) Technical Cor. 6 2004-04-29 17 11.1002/1000/7285
4.0 ITU-T X.509 2000-03-31 7 11.1002/1000/5034
4.1 ITU-T X.509 (2000) Technical Cor. 1 2001-10-29 7 11.1002/1000/5560
4.2 ITU-T X.509 (2000) Technical Cor. 2 2002-04-13 17 11.1002/1000/6026
4.3 ITU-T X.509 (2000) Technical Cor. 3 2004-04-29 17 11.1002/1000/7284
4.4 ITU-T X.509 (2000) Technical Cor. 4 2007-01-13 17 11.1002/1000/8637
5.0 ITU-T X.509 2005-08-29 17 11.1002/1000/8501
5.1 ITU-T X.509 (2005) Cor. 1 2007-01-13 17 11.1002/1000/9051
5.2 ITU-T X.509 (2005) Cor. 2 2008-11-13 17 11.1002/1000/9591
5.3 ITU-T X.509 (2005) Cor. 3 2011-02-13 17 11.1002/1000/11042
5.4 ITU-T X.509 (2005) Cor. 4 2012-04-13 17 11.1002/1000/11577
6.0 ITU-T X.509 2008-11-13 17 11.1002/1000/9590
6.1 ITU-T X.509 (2008) Cor. 1 2011-02-13 17 11.1002/1000/11043
6.2 ITU-T X.509 (2008) Cor. 2 2012-04-13 17 11.1002/1000/11578
6.3 ITU-T X.509 (2008) Cor. 3 2012-10-14 17 11.1002/1000/11736
7.0 ITU-T X.509 2012-10-14 17 11.1002/1000/11735
7.1 ITU-T X.509 (2012) Cor. 1 2015-05-29 17 11.1002/1000/12474
7.2 ITU-T X.509 (2012) Cor. 2 2016-04-29 17 11.1002/1000/12844
7.3 ITU-T X.509 (2012) Cor. 3 2016-10-14 17 11.1002/1000/13032
8.0 ITU-T X.509 2016-10-14 17 11.1002/1000/1303 1
9.0 ITU-T X.509 2019-10-14 17 11.1002/1000/14033

Cor 1 (10/2021)



NMpob6nembl cTaHaapTusaumm Bokpyr PKI

PKI no onpeaeneHunto aBnseTca MHMpacTpyKTypon AoBepus K
OTKPbITbIM K/ll0O4YaM, coaeprkawmmcs B ceptudukatax X.509

OcCHOBHble MexayHapoaHble cTtaHaapTbl PKI «He nponucaHbi» B PO

B pa3BuTMn HOpMaTMBHO-NpaBoBOW 6a3bl MMeeTCs ABHbIN MepeKoc
npobneMm HopMaTuBHOro perynmposaHus PKI B ctopoHy 3l

I - BCcero nuuwb 0AH U3 AOBEPEHHbIX cepBucoB Ha base PKI. Ewe
MMEKTCA CEepPBUCHI:

o wnaeHTudunkaums,

o ayTeHTudukaums,

o npoBepkKa NOJIHOMOYUN,

o LWTaMNbl BpEMEHHU,

o Banugauus,

o rapaHTUpoBaHHas AOCTaBKa AOKYMEHTOB U COOOLLEHUN.

PUBLIC KEY INFRASTRUCTURE / PKI
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Co ctaHpaptamu Bokpyr PKI Bce He Tak nsioxo. Npumep TK 26

MeXayHapoaHble CTaHAapThbl C Yy4aCTUEM POCCUMCKUX SKCMNEpPTOB:

ISO/IEC 18014-2:2021 Information technology - Security techniques - Time-stamping services - Part 2: Mechanisms
producing independent tokens;

ISO/IEC 13888-2 Information technology - Security techniques - Non-repudiation - Part 2: Mechanisms using symmetric
techniques;

ISO/IEC 13888-1:2020 Information technology - Security techniques - Non-repudiation - Part 1: General;

HaunoHanbHble CTaHAAPTHI:

FOCT P 34.10-2012, TOCT P 34.11-2012

PekoMeHaauun:

P 1323565.1044-2022 Ncnonb30BaHMe POCCUNCKUX KpUNTOrpamuyeckmx anroputMOB B NPOTOKOJIE LLITAMMNOB BPEMEHU
(TSP);

P 1323565.1043-2022 KoHTpOsibHbIE MPpUMEpPbl NCNOb30BaHUSA POCCUNCKMX KpunTorpadunuyeckmx anropmMtMoB B NpOTOKONE
6e30MacHOCTN TPAHCMOPTHOIO YPOBHS;

P 1323565.10023-2022 Wcnonb3oBaHue anroputmoB MOCT P 34.10-2012, TOCT P 34.11-2012 B cepTudukaTe
aHHYMpoBaHHbIX cepTudunkatos (CRL) n 3anpoce Ha ceptudmkaTt PKCS #10 nHdbpacTpyKTypbl OTKPbITbIX Ktoven X.509;

P 1323565.1033-2020 NUcnonb3oBaHMe pOCCUMNCKNX KpUNTOrpadmnyecknx anroputMoB 3/1€KTPOHHOM NOAMNMUCK B MPOTOKOaX
n dopmaTax coobuieHnin Ha ocHoBe XML.



Co ctanpgaptamu Bokpyr PKI Bce He Tak nnoxo. NpumMmep TK 362

° YTBep)K,EI,EHHbIe CTaHAapTbl:
. FOCT P 58833-2020 3awmta nHdbopmaunm. MaeHtndukaumsa n ayteHtndumkaumsa. Obmne nonoxeHus;

. FOCT P 70262.1-2022 3awmnTa nHdpopmaumn. MaeHTudumkaumsa n ayteHTUdnKaums. YpoBHM AoBepUs
naeHTudmnkKaymu.

 CTaHAapTbl Ha pa3HbIX CTaAUSX YTBEPXAEHUS:
«  T[OCT P 3awuTa uHdopMauumn. MaeHtTudukauma n ayTeHTudukaumnsa. YpoBHM A0BEpUSA ayTEHTUDUKALUN;

. FOCT P 3awmnta nHdopmaumn. NaeHTudmkauma n ayteHTudnKaums. YnpasneHme nageHtudbukaumen m
ayTeHTudmKaumnen;

«  TOCT P 3awmuTta nHdopmauum. MaeHTudmkaumsa m ayteHTuduKaums. TUNoBbIe Yrpo3bl U YS3BMMOCTHU
NPOLIECCOB MAEHTUDMKALUN U ayTEHTUDUKALUN;

. FOCT P 3awuTta nHpopmauun. NaeHtndumnkaumsa n ayteHTudmrKaumsa. PekoMmeHaaunm no ynpasrieHuUto
naeHTudnkaumen n ayTeHTndunkaumnen.



BbiBOAbI

Pa3zpaboTka MexayHapoAHbiX cTaHaapToB B obnactu PKI u cepBncoB Ha ocHoBe PKI TpagMuMoOHHa, HO Ha
CerofH{aWHeM 3Tane pa3BuUTma MMeeT TEHAEHLUMIO K KOHUEHTpaUMM Ha 3alumTe HENPUKOCHOBEHHOCTM YacTHOM
XU3HW B UMPPOBOM MUpe.

Mo nHMuMaTmBe «CHU3Y» (OT TexHuuecknx kommTteToB) B ob6nactn PKI n goBepeHHbIX cepBMUCOB Ha ocHoBe PKI
paspaboTaHO N HaxoanTCcs B pa3paboTke CyLecTBEHHOEe KOIMYEeCTBO HauMOHabHbIX CTaHAAPTOB, O4HAKO ANs
NOSIHOTbl OXBaTa M COKpaLLeHUS CPOKOB NosiB/ieHNs HeobxoanMbiX noTpebutensam ctaHgapToB TpebyeTtcs
LeHTpanmM30BaHHOe yrpaB/ieHne npoueccaMmn nnaHnpoBaHusa n paspabotkm ctaHgapTos cuctembl TOCT P.

NMnaHnpoBaHune paspaboTkn ctaHaapToB B obnactmn PKI n cepsmncoB Ha ocHoBe PKI npeanaraercsa opraHm3oBaTb
«CBepXy» Ha OCHOBe MPO3payHON U MOHATHOW BCEM CTpaTerumn. Takxe C Uuefiblo COKpalleHNss CPOKOB NOSIB/IEHNSA
HeobxoAMMbIX CTaHAAPTOB NpeanaraeTcs NpoBecTn HEBObLUYID KOPPEKUUIO CUCTEMBI NMJAHUPOBAHUS
CTaHAapTu3auum B paccMatpmBaeMon obnactn. MaeHTUYHbIE CTaHAAPTbl HYXHbI, OAHAKO 3Ha4YMUTeNbHas 4acTb UX
coaeprxaHms MOXeT bbITb MCNONIb30BaHa Kak MHMOpMaUMOHHAs, @ He HopMaTuBHadA. [INga coKpalleHns oTCTaBaHUS
OT MeXAYHapOoAHOW CUCTEMbl CTaHAAPTOB rnpeasiaraeTcs oTaaBaTbh NpeanoyTeHne HesKBMBANIEHTHbIM CTaHAapTaM,
obbveanHsaLWmMM B cebe He 0AMH, @ HECKO/IbKO CTaHAAPTOB MO 3aJaHHOM TeMaTUKe.

HauuoHanbHble CTaHAapPTbl A0/KHbI CNOCO6CTBOBATb CO34AaHMIO CUCTEMbI YNpaBleHUs AoBepUEM B LMEOPOBOM MUpe
N ynydweHuto kadecrtsa npoayktoB (C3U, CK3U) ansa noaaepxkun cepsmncos 6e3onacHoctn Ha 6a3e PKI.



Cnacmnbo 3a BHMMaAHMe!

CabaHoB Anekcen l'eHHaabeBUY

asabanov@mail.ru



