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BbiBOAbI - 6 n1eT nocne NpUHATUA
nonoXxeHua elDAS .



elDAS 1.0 = elDAS 2.0 o sreco

QDAS 1.0 m\

NMonoxxeHue EIDAS
OduymanbHbIN XKypHan EBponenckoro Coto3a ot 23 utona 2014 r. coaepxuT
onybankosaHHoe MocTaHoBneHMe EBponeickoro MNapnamenta n Coseta (EC) No
910/2014

NO 3/IEKTPOHHOU NAEHTUDUKALUN U YyCAyram 40BePMA B OTHOLLEHMM SNEKTPOHHbIX
TPaH3aKUMIM Ha BHYTPEHHEM PbIHKE U oTMmeHsoWwee Aunpektnusy 1999/93/ EC (Tak
Ha3bliBaemoe MonoxkeHue elDAS [elDAS]).

Data nyénukauum elDAS: - 2014-08-28
[laTta BCTYyN/1eHUA B KU3Hb: - 2014-09-17
[laTta Hayana gencreums: - 2016-07-01

[aTta otmeHbl Aupektnsbl 1999/93/ EC: - 2016-07-01

—/




elDAS 1.0 - eIlDAS 2.0 O 2Co
elDAS 1.0 Hosvie TpeboBaHMUA pbIHKa:

* IOJOXKEHHE MPUMEHSIIOCH MPEXIE BCEro K CyObeKTaM IroCaJIMUHHUC
CaMOYIIPaBIICHUH,

* HeOOJIbIINE BO3MOKHOCTH U OOJIBIIIME CII0KHOCTH YAaCTHBIX MOCTARIIUKOB I/IQT&QIGT- cnili
VICTIOJIb30BaHUS U IMTPUCOCAUHEHUS K TAKUM yCIIyTaMm, 2014 % zo

* JIOCTYITHOCTh 3apETUCTPUPOBAHHBIX PEIICHUHN JICKTPOHHON HACHTHU{pUKAIUU B cTpaHax EC
HE Y/IOBJICTBOPSIET TPEOOBAHUSIM,

* OTHOCHUTEJIBHO AICKTPOHHON MJACHTU(HUKAIIMU Majas MOJJIepKKa JIJIT MHOTHUX U Pa3IMYHBIX
CJIy4aeB HUCIIOJIb30BaHUs,

* ¢ JIpyroi CTOPOHBI, JICKTPOHHAS UACHTU(UKALIMS TPUHAIIeKAIass 00IECTBEHHBIM
nopTajaM U (pUHAHCOBBIM CyObEKTaM BBI3BIBACT OMACEHMS OTHOCUTEIILHO 0€301acHOCTH
JIAHHBIX, B TOM YMCJI€ ¥ IEPCOHAIBHBIX,

* BCE BbIIIIEYKa3aHHbIC BUbI JICKTPOHHOM HJICHTU(PHUKAIIUK HE BCETJa OTBEUAIOT HOBBIM
TpeOOBaHUSIM PBIHKA, YaCTO HE UMEIOT TPAHCTPAHUYHOI0 MaciuTaba, B 0COOCHHOCTH IS
oTpaciei, rae uaeHTU(PUKaIs €CTh YI3BUMBIM ITyYHKTOM U TpeOyeT BBICIIEIO YPOBHS
YBEPEHHOCTH.

DATA SYSTEMS

panyu u

et
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elDAS 1.0 Hosvie TpeboBaHMUA pbIHKa:

* k2030 80% rpa:xxaaH N0JKHBI OJy4YaTh HOCTYM K ITIaBHBIM yCIIyraM CEKTopa
aIMAHUCTPAIIUU TIOJIB3YSCh SJIEKTPOHHOM UIECHTU(UKAIEH,

* OTCYTCTBHE DJICKTPOHHBIX aTpHOyTOB, HAI[PUMEDP, TUILUIOMOB, IIOATBEPACHUN CIICIIHATA3aIlHH
CIICIIHAIMICTOB B DJICKTPOHHOM BHJIC HE JAaéT BO3MOKHOCTH FOPUANYSCKOTO IPU3HAHUS Ha
00I11eeBPONEHCKOM YPOBHE,

* ycayru goBepus, ornpenesieHHbie B eIDAS, okazanuch 23(hpeKTUBHBIMU, TTOTYUUIIH
pacnpocTpaHere Ipu OO0IBIIMHCTBE YCIYT, OTMEUEeHO HeOobioe pacrpocrpanenne QWAC,

*  HEOOXOJIUMOCTH 3 HOBBIX KBATU(DUIIMPOBAHHBIX YCIYT JOBEPUS: IEKTPOHHOE
apXUBUPOBAHUE, ICKTPOHHBIE KHUTH/PETUCTPHI, YCIYTa YIIPaBICHUS YIaJE€HHON MOAMKCHIO.

11
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[1haHupyembln NepeyeHb
HEKOTOPbIX NUSMEHEHUM
nonoxeHuma elDAS



elDAS 1.0 = elDAS 2.0

CJJE2CcC0o

elDAS 2.0

DATA SY

x* EUROPEAN
alodel COMMISSION

Brussels, 3.6.2021
COM(2021) 281 final

2021/0136 (COD)

Proposal for a
REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

amending Regulation (EU) No 910/2014 as regards establishing a framework for a
European Digital Identity

{SEC(2021) 228 final} - {SWD(2021) 124 final} - {SWD(2021) 125 final}

13



elDAS 2.0 CTpyKtypa NonoxxeHua:

CJJE2CcC0o

DATA SYSTEMS

Chapter | — General provisions Chapter | — General provisions N
?{apter [l — Electronic Identification Chapter Il — Electronic Identification
3 Section | Electronic identification (European Digital Identit
Wallet)

3 Section Il Electronic Identification schemes
3 Section Il Cross—border reliance on electronic
identification means

Chapter Ill — Trust Services

Chapter Ill — Trust Services

3 Section 1 General provisions

3 Section 2 Supervision

. Section 3 Qualified Trust Services

° Section 4 Electronic Signatures

. Section 5 Electronic Seals

° Section 6 Electronic time stamps

° Section 7 Electronic registered delivery services
° Section 8 Website authentication

3 Section 1 - Section 8

3 Section 9 Electronic attestations of attributes

3 Section 10 Qualified electronic archiving services
3 Section 11 Electronic ledger

6 net

Chapter IV — Electronic documents
Chapter V — Delegations of powers and implementing provisions

Chapter VI — Final provision

ANNEX | - REQUIREMENTS FOR QUALIFIED CERTIFICATES FOR ELECTRONIC SIGNATURES
ANNEX Il - REQUIREMENTS FOR QUALIFIED ELECTRONIC SIGNATURE CREATION DEVICES
NNEX IIl - REQUIREMENTS FOR QUALIFIED CERTIFICATES FOR ELECTRONIC SEALS

NEX IV - REQUIREMENTS FOR QUALIFIED CERTIFICATES FOR WEBSITE
AUTHENTICATION

Chapters IV, V, VI, ANNEX I- ANNEX IV 014 — 2021_

ANNEX V — Requirements for Electtonic Attestations of Attributes

ANNEX VI — Minimum List of Attributes

14
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eIDASZO =1

Artlcle 28 I In Article 28, paragraph 6 is replaced by the following:

: Qualified certificates for electronic signatures

6. The Commission may, by means of implementing acts,

i establish reference numbers of standards for qualified

' certificates for electronic signature. Compliance with the
'requirements laid down in Annex | shall be presumed where a
| qualified certificate for electronic signature meets those

. standards. Those implementing acts shall be adopted in
:accordance with the examination procedure referred to in

|
: Within 12 months after the entry into force of this Regulation, i
. the Commission shall, by means of implementing acts, establish |
: reference numbers of standards for qualified certificates for :
Ielectronlc signature. Compliance with the requirements laid i
Idown in Annex | shall be presumed where a qualified certificate !
:for electronic signature meets those standards. Those |
implementing acts shall be adopted in accordance with the |
:examination procedure referred to in Article 48(2).; i

Artidled8(2). o T ;
' Article 31 Publication of a list of certified qualified electronic ' In Article 31, paragraph 3 is replaced by the following: !
| signature creation devices "3 Within 12 months ..... |

|

| Article 32 Requirements for the validation of qualified electronic '3 Within 12 months ...

Ls_lg_n_a:cgr_e§ ____________________________________________________________________________________
IArtlcle 34 Qualified preservation service for qualified electronic .3 Within 12 months ... :
 Article 37 Electronic seals in public services .4 Within 12 months .. i

IArtlcle 44 Requirements for qualified electronic registered
\delivery services

!authentication |
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e 1

| eIDAS 1.0 | eIDAS 2.0 |

L e e e e e e e e e e e e e e e e e e e e == ———— O i
1
I
1
1
1

. Article 30 In Article 30, the following paragraph 3a is inserted:
' Certification of qualified electronic signature ‘3a. The certification referred to in paragraph 1 shall

' creation devices . be valid for 5 years, conditional upon a regular 2
I I o .
' 1. Qualified electronic signature creation devices | Year vulnerabilities assessment. Where
shall meet the requirements laid down in Annex || . vulnerabilities are identified and not remedied, the

certification shall be withdrawn.;

1
"3. The certification referred to in paragraph 1 shall
i be based on one of the following:

' (a) a security evaluation process carried out in

i accordance with one of the standards for the

' security assessment of information technology

. products included in the list established in

i accordance with the second subparagraph; or .....

1

16
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felDASI0 __ .. LelDAS 2.0 i dcccemclll2)

! Article 29 ! In Article 29, the following new paragraph 1a is added: |

' Requirements for ' “1a. Generating, managing and duplicating electronic signature creation data on behalf of the signatory '

| qualified electronic ' may only be done by a qualified trust service provider providing a qualified trust service for the |

I I
1
I

' signature creation devices . management of a remote electronic qualified signature creation device.;
1

:r’ArticIe 29a /Article 39a (seal) !
! Requirements for a qualified service for the management of remote electronic signature creation !
| devices |
' 1. The management of remote qualified electronic signature creation devices as a qualified service may !
' only be carried out by a qualified trust service provider that: !
' (a) Generates or manages electronic signature creation data on behalf of the signatory; :
' (b) notwithstanding point (1)(d) of Annex Il, duplicates the electronic signature creation data only for |
| back-up purposes provided the following requirements are met: |
|
|
|
|
|
1
|
|
|
|
|
1
1

| the security of the duplicated datasets must be at the same level as for the original datasets;

| the number of duplicated datasets shall not exceed the minimum needed to ensure continuity of the

| service.

. (c) complies with any requirements identified in the certification report of the specific remote qualified

| signature creation device issued pursuant to Article 30.

| 2. Within 12 months of the entering into force of this Regulation, the Commission shall, by means of

i implementing acts, establish technical specifications and reference numbers of standards for the
purposes of paragraph 1.;

|
e e = - e e - === b e o o e e T e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e
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et
1

PeDAS2.0 .
| Article 45a

I Legal effects of electronic attestation of attributes
1. An electronic attestation of attributes shall not be denied legal effect and admissibility as evidence in legal
proceedings solely on the grounds that it is in electronic form.

2. A qualified electronic attestation of attributes shall have the same legal effect as lawfully issued attestations
Lo _______iinpaperform. .
R . Article 45b :
| __________1 Electronic attestation of attributes in publicservices_ _____________ _________________________. |

———— . Article 45¢ :
| Requirements for qualified attestation of attributes :
|
|
|
|

! ithin 6 months ....

e e e e e e e e = e e e e e o o o o o o o o o o o o o o o o o e e e e e e e e e e e e e e e e - - - — -
| eeeemeeeeee | Article 45d |
b e | Verification of attributes against authentic sources J
| mmmmmmee- | Article 45e |
" ________1lssuing of electronic attestation of attributes to the European Digital Identity Wallets :
— . Article 45f

. Additional rules for the provision of electronic attestation of attributes services
 Providers of qualified and non-qualified electronic attestation of attributes services....
|




elDAS 2.0 Ycnyru posepua: 3N1eKTPOHHOe apXuBuposaHue, QO IrecCo
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_________________ e |

' eIDAS 1.0 1 eIDAS 2.0 !
N ! Article 45g
I Qualified electronic archiving services

Within 12 months aftertheentry . ______ !

Article 45h |
Legal effects of electronic ledgers |
|
|

Article 45i
Requirements for qualified electronic ledgers

3. The Commission may, by means of implementing acts, establish reference numbers of standards

19
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I

Article 51 Article 51 is replaced by the following:

e i e e
I
I

‘Article 51
Transitional measures

Transitional measures

1. Secure signature creation devices of which the conformity has
been determined in accordance with Article 3(4) of Directive
1999/93/EC shall be considered as qualified electronic signature
creation devices under this Regulation.

| |
1 1
| |
| |
| |
| |
| |
1 1
' 1. Secure signature creation devices of which the !
' conformity has been determined in accordance with :
' Article 3(4) of Directive 1999/93/EC shall continue to be |
2. Qualified certificates issued to natural persons under Directive , considered as qualified electronic signature creation :
1999/93/EC shall be considered as qualified certificates for . devices under this Regulation until [date = OJ please :
electronic signatures under this Regulation until they expire.  insert period of four years following the entry into force |
. of this Regulation]. |
: :
| |
1 1
| |
| |
| |
| |
| |
1 1
| |
| |
| |
| |
| |
1 1
| |

2. Qualified certificates issued to natural persons under
Directive 1999/93/EC shall continue to be considered as
qualified certificates for electronic signatures under this
Regulation until [date — PO please insert a period of
four years following the entry into force of this
Regulation]..
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-
| Article 14 International aspects

: 1. Trust services provided by trust service providers
. established in a third country shall be recognised as
. legally equivalent to qualified trust services provided by

' where the trust services originating from the third

| country are recognised under an agreement concluded

' between the Union and the third country in question or
| an international organisation in accordance with Article
| 218 TFEU.EN L 257/92 Official Journal of the European

' Union 28.8.2014

i 2. Agreements referred to in paragraph 1 shall ensure, in
! particular, that:

: qualified trust service providers established in the Union !

I Article 12b Cross-border reliance on European Digital Identity
I WaIIets

. Article 14 International aspects

! 1 The Commission may adopt implementing acts, in accordance

' with Article 48(2), setting out the conditions under which the

' requirements of a third country applicable to the trust service

' providers established in its territory and to the trust services they
| provide can be considered equivalent to the requirements applicable
| to qualified trust service providers established in the Union and to

' the qualified trust services they provide.

. 2. Where the Commission has adopted an implementing act

: pursuant to paragraph 1 or concluded an international agreement on
| the mutual recognition of trust services in accordance with Article

| 218 of the Treaty, trust services provided by providers established in

' the third country concerned shall be considered equivalent to

| qualified trust services provided by qualified trust service providers

. established in the Union;

21
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. Article 13 Liability and burden of proof | In Article 13, paragraph 1 is replaced by the following:

| 1.Without prejudice to paragraph 2, trust service providers | ‘1. Notwithstanding paragraph 2 of this Article, trust service

1 shall be liable for damage caused intentionally or negligently to | providers shall be liable for damage caused intentionally or

| any atura lor legal person due to a failure to comply with the | negligently to any atura lor legal person due to a failure to comply

! obligations under this Regulation. ! with the obligations under this Regulation and with the
|
|
1
|
|
|
1

| The burden of proving intention or negligence of a non- cybersecurity risk management obligations under Article 18 of the
1 qualified trust service provider shall lie with the atura lor legal 1 Directive XXXX/XXXX [NIS2].”;
: person claiming the damage referred to in the first

' Article 24 Requirements for qualified trust service providers

1
| I Article 24 Requirements for qualified trust service providers ...
e
|

 subparagraph. ... _______________ 0 ______________________

| Article 17 Supervisory body | Article 17 is amended as follows:

| | (a) paragraph 4 is amended as follows:

| ' (1) point (c) of paragraph 4 is replaced by the following:

: ' ‘(c) to inform the relevant national competent authorities of the

| | Member States concerned, designated pursuant to Directive (EU)

L L XOOOUXROK NI, vvee |

I 1 NIS Directive: Network and Information Security (NIS/2) : I

 Article 18 Mutual assistance ... | Article 18 Mutual assistance .... :

| Article 20 Supervision of qualified trust service providers .... , Article 20 Supervision of qualified trust service providers ... :

| Article 21 Initiation of a qualified trust service ... | Article 21 Initiation of a qualified trust service .... i
|
|
|
|

22
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| Article 45 Requirements for qualified certificates for
| website authentication

2. Qualified certificates for website authentication referred
to in paragraph 1 shall be recognised by web-browsers. For
those purposes web-browsers shall ensure that the identity
data provided using any of the methods is displayed in a
user friendly manner. Web-browsers shall ensure support
and interoperability with qualified certificates for website
authentication referred to in paragraph 1, with the exception
of enterprises, considered to be microenterprises and small
enterprises in accordance with Commission
Recommendation 2003/361/EC in the first 5 years of
operating as providers of web-browsing services.

23
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_______ L |

; eIDAS1.0 elDAS 2.0 |

L L e e e e e e e e e e e e e e e e e e o o e = = = = = = = = = = = = = = = = - - - — 1

' Article 3:

1

| /(42) ‘European Digital Identity Wallet’ is a product and service that allows the user to store identity data,

\ credentials and attributes linked to her/his identity, to provide them to relying parties on request and to use them
|

! for authentication, online and offline, for a service in accordance with Article 6a; and to create qualified electronic

I signatures and seals;

1
Fem—————— P o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e - ———— - - 1

| ' ELECTRONIC IDENTIFICATION’; |
| ' Article 6 is deleted; :
' ' the following Articles (6a, 6b, 6¢ and 6d) are inserted: '

| e LS S S MR U S ]

T | Article 6a 1: each Member State shall issue a European Digital Identity... :
r-==—===== TSyt TT oSO STTTTT T EE ST EETEEEE TS ST T T TTsTTmmmmmmmmmm e m T EEE T E T EEEE T 1
! Article 6a 1: all natural and legal persons in the Union have secure, trusted and seamless access to !

|

. cross-border public and private services ....
r==—=-==== 1 1

' Article 6a 2: European Digital Identity Wallets shall be issued:
' (a) by a Member State,; ...

. 1 Article 6a 3: ... sign by means of qualified electronic signatures. :
' Article 6¢ 1: European Digital Identity Wallets that have been certified or for which a statement of conformity has !
| been issued under a cybersecurity scheme |
|
|
|

 Article 6a 11 : Within 6 months of the entering into force of this Regulation, the Commission shall establish

________________________________________________________________________________

24
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& Now |@ Now ‘ @ Direc | S ETSI ‘ @ Syste | @ Auto ‘ @ Syste @ E X @ EUd |ﬂ Plan | @ Syste ‘ @ Auto ‘ @ Syste ‘ @ Auto ‘ﬁ elDA | -+ (~] - X

C @ eceuropa.eu/info/law/better-regulation/have-your-say/initiatives/12528-EU-digital-ID-scheme-for-online-transactions-across-Europe/feedback en?... B & ¥ » ° :

it Aplikacje l Kontakt | Projektow.. DOM PRACA INie ZDROWIE SZUKAM Inne zaktadki Do przeczytania

Law

EU digital ID scheme for online transactions across Europe

Have your say > Published initiatives > EU digital ID scheme for online transactions across Europe > Feedback and statistics: Proposal for a regulation

Feedback (50) Statistics

Total of valid feedback instances received: 49

o The number feedback instances shown includes only the valid ones, respecting the feedback rules.
The data is regularly updated.

By category of respondent

Business association: 18 (36.73%)
@ Company/business organisation: 17 (34.69%)
Other: 6 (12.24%)
EU citizen: 3 (6.12%)
@ Non-governmental organisation (NGO): 2 (4.08%)
@ Public authority: 2 (4.08%)
Academic/research Institution: 1 (2.04%)
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231 Aplikacje  J. Kontakt| Projektow... DOM PRACA JNie ZDROWIE SZUKAM

10 nroHa 2021 r

EBponenckumn doopym no
3NMeKTPOHHOU Nnoanucm
nycrniyram goeepuvs

Get access to EFPE 2021 resources

CIJ'.I'ECCI

EFPE — Europejskie ><| -+

Inne zaktadki Do przeczytania
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KOHTaKTHblIe AaHHble:

Aftta Stoliarowa-My¢
alla.stoliarowa@assecods.pl 5naro,£|,ap+0 3d BHUMaHUE

Marcin Szulga
marcin.szulga@assecods.pl

Security & Trust Service Division
Asseco Data Systems S.A.
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OTBETCTBEHHOCTW 33 HEMPEAYCMOTPEHHbIE HETOYHOCTMU.
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/Zastrzezenia prawne

Zawartos¢ dostepna w prezentacji jest chroniona prawem autorskim i stanowi przedmiot wtasnosci. Teksty, grafika,
fotografie, dzwiek, animacje i filmy, a takze sposéb ich rozmieszczenia w prezentacji podlegajg ochronie na mocy
Ustawy o prawach autorskich i prawach pokrewnych oraz innych przepisdw z tym zwigzanych. Jakiekolwiek
nieautoryzowane zastosowanie jakichkolwiek materiatéw zawartych w prezentacji moze stanowié¢ naruszenie praw
autorskich, znakéw firmowych lub innych przepisdw. Materiaty dostepne w prezentacji nie mogg by¢ modyfikowane,
powielane, przedstawiane publicznie, wykonywane, rozprowadzane Ilub wykorzystywane w innych celach
publicznych lub komercyjnych, chyba ze Asseco Poland S.A. wydat na to wyrazng zgode na pismie. Kopiowanie
w celach komercyjnych, rozpowszechnianie, modyfikacja lub przejmowanie zawartosci niniejszej prezentacji przez
osoby trzecie jest niedozwolone.ist?W prezentacji moga by¢ prezentowane réwniez materiaty zawierajace odestania
do ofert i ustug podmiotow trzecich. Warunki korzystania z ofert i ustug podmiotow trzecich sg okreslone przez te
podmioty. Asseco Poland S.A. nie ponosi zadnej odpowiedzialnosci za warunki i skutki korzystania z ofert i ustug
tychze podmiotéw. Dane i informacje zawarte w prezentacji majg jedynie charakter ogdlnoinformacyjny. Prezentacja
przygotowana zostata w oparciu i przy uzyciu produktow firmy Inscale. INnscale

Nazwa oraz logo Asseco Poland S.A. s3 zarejestrowanymi znakami towarowymi. Korzystanie z tych znakéw wymaga
wyraznej zgody ze strony Asseco Poland S.A.

2020 © Asseco Poland S.A.
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